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ABSTRACT

Steganography is the hiding of a secret message with just an ordinary message and extraction of it from source to
destination. It takes the process of Cryptography further advanced by hiding an encrypted message so that no one suspects
it exists. It is just hidden data within data. This technique can be applied to images, an audio or video file. Data hiding
embeds data into digital media for the purpose of Identification, annotation and copyright. Several constraints affect this
process: the quantity of data to be hidden, the need for invariance of these data under conditions where a “host” signal is
subjected to distortions, eg. Lossy compression, and the degree to which the data must be immune to interception,
modification, or removal by a third party. This technique is evaluated in three applications: Copyright protection, tamper
proofing, and augmentation data embedding. The main goal of data hiding is to hide a message m in some audio or video

(cover) data d, to obtain new data d’, practically not distinguishable from d.
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INTRODUCTION

Steganography is the method of Embedding or fixing and hiding secret messages in a medium known as cover
text. The concept of Steganography is completely related to Cryptography and the idea behind is that one can keep the
message secret by Encoding. In contrast to Cryptography, it is not to keep others from knowing the hidden information but
it is to keep others from thinking that the information even exists."' The goal of the Steganography is just a covert
communication to hide the existence of any message. It differs from Cryptography the method of secret message which is

intended to make the message undetectable by someone but it does not hide the existence of the secret message.

The methods used in Steganography make it more difficult to detect the presence of a hidden secret message
inside a normal file. By this way, one can not only hide the secret message itself but also the fact that one is sending the
message from source to destination. This feature makes Steganography the ideal science for hiding or concealing any
message on the web. The primary goal of Steganography is to hide any message inside any other message in such a way
that it prevents any suspicion of the transmission of any hidden message from source to destination. Nowadays 2D and 3D

images are the most paper cover objects which are used for Steganography where an altered image with slight or little
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changes in its colour or shape will be undifferentiable from an actual image by an individual, and thus the application of

the Image Steganography has been highlighted.""!

The image with secret data message hidden (embed) inside it is called as Cover Image or Stegano Image. The
most common or frequently used Image Steganography technique is Least Significant Bit (LSB). The LSB substitution can
be extended up to 4 LSB planes to achieve higher embedding capacity."”’ The LSB of the bytes inside an image is changed
correspondingly to a bit of the secret image. The advantage of LSB embedding is its simplicity and many techniques use

these methods.™

OVERVIEW OF STEGANOGRAPHY

Steganography is the method or an art of secret writing in the form of covered or hidden data. The term actually
means “covered or secret writing”. The main Objective or motive behind this is to hide the existence of the message or
communication from a third party. It can hide data of different types inside a Stegano Image or cover file. The resulting or
final stegano file (or image) also contains embedded hidden data irrespective of being identical to the cover file. It is used

like a watermark to protect a copyright on information.™"

Steganography exploit human perception, human senses are not trained to look for files that have information hidden
inside of them, although there are programs available that can do what is called Steganalysis (Detecting use of
Steganography).”' The secret data can be embedded inside an image or cover file using the method of Least Significant Bit
(LSB) insertion. The cover image is introduced by the network of grid of 2-D matrix pattern.""’ Changes in the value of
LSB are so subtle that it cannot be perceived by normal human eye. Apart from Least Significant Bit (LSB) technique,

Spatial Domain technique also uses the method of Matrix Embedding in the method of Steganography.

In LSB, we can take the binary representation of data (to be hidden) and overwrite the LSB of each byte within

the cover Image.""!

The Cover Images are 2D or 3D Images. To denote coloured Images, 8 bits and 24 bits are used by gray images

and Coloured images like RGB respectively.
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Figure 1: Proposed LSB Algorithm

The method and concept of LSB embedding and insertion is convenient to be applied. It is the process of inserting
and fixing the Least significant Bit pixels in the cover image inside which the secret message is to be hidden. It is based on
the fact that modifying the pixel intensity will not create enough intensity to be detected by the human eye.'” For an 8-bit
image the Least Significant Bit i.e.8" bit of each type of the image will be replaced by the 1 bit of the secret message.!”' For
24 bit image the colour of each component like RGB (Red, Green, Blue) will be changed.!”!

Impact Factor (JCC): 4.5095 NAAS Rating 2.96
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HARDWARE AND EXECUTION

Transferring a secret message in an unsecure network channel is an important aspect in an Information Security. The
main technique used for improving security in unsecure communication is Cryptography. In Cryptography a secret message or
any communication is changed in such a way that a third party would not be able to detect or read the message or

communication between Source and Destination.

The Tools and Platform so required for the implementation purpose are: Laptop (Hardware), MATLAB R 2014a and
Graphical User Interface (GUI) (Software).

Encryption Method: Initially, the secret and the cover images are converted to gray scale images such that the
secret image is encoded with the binary, MSB bits are replaced by LSB and divided in the RGB parts. The secret message
(image) is embedded in the cover Image on which a Stego-function is applied along with a stego- key or password to form

t.[8l

a stego-object.” At the sender side the user embed the secret message in cover image using stego-function along with

stego-key."®!

Decryption Method: To recover the secret message from stego medium we require the cover medium and the

decoding stego key."® It is known as Decryption.

HOW TO PERFORM SIMULATION IN MATLAB
MATLAB Simulation Process

MATLAB is nothing but a high-performance language for technical computing. MATLAB function are easy to
use, graphic user interface (GUI) function guides a user by the process of encoding & decoding a message into or from
image. In this method, MATLAB is used for processing the LSB Steganography technique for the different frame size
256%256, 128*128, 64*64 and the simulation results are thus shown.

There are four steps involved in implementing the LSB Steganography method as shown below.
Conversion of an Image to a Matrix

In the process of conversion of an image into the matrix, the input cover image is converted to matrix values
which are stored in the text file.!"! In this process, the image should be converted to the gray scale which was originally in

the RGB form.

A binary image is nothing but the digital image which has only two probable values for each pixel. The two colors
that are used for binary image are black and white. The color used for an object in an image is a foreground color while rest
of an image is background color. In document-scanning industry, it is often known as "bi-tonal". The Binary images are
also referred to as bi-level or two-level. That means each pixel is stored as an unique single bit—0 or 1.
White, B&W, Monochrome or Monochromatic is generally used for this method, but also represent images that have one
single sample per pixel, like grayscale images. The images in Photoshop Parlance, binary image is same as image in
"Bitmap". Binary images are often used in digital image processing as masks or the result of several operations like
Segmentation, Thresholding and Dithering. Some I/O devices, like Laser printers, Fax machines, and Bilevel Computers,
handle only bilevel images. The binary image may be stored in memory as bitmap, the packed array of bits. The 640x480
image occupies 37.5 KB storage. Due to the small size of the image, Fax machine and Document Management Solutions

mainly use the same format. Most binary images compress with the simple run-length compression schemes.
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Other category of operations are based on the notion of filtering with the structuring element. Structuring element

is the binary image, which is small, that is passed over to the target image, in the exactly same manner to the filter in the

gray scale image processing. As the pixels only have two values, morphological operations are erosion (unset pixels in

structuring element cause a pixel to be unset) and dilation (set pixels in structuring element cause a pixel to be set). The

Important operations used in this method are Morphological opening and Morphological closing that consists of erosion

followed by dilation and vice-versa, using same structuring element. The opening leads to enlarge the small holes,

eliminate the small objects, and separate the image. The grey image is then resized to the particular size of 256%256. Each

individual image has an individual intensity values for every pixel; here those intensity values are stored in the text file.

Figure 4 shows the cover image that is used here.

Figure 5, shows the intensity values of the cover image that are obtained while converting an image into matrix.
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Figure 2: Cover Image
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Figure 3: Cover Image Intensity Values so Obtained

The Embedding Method

In this process, the secret data or the message can be hidden or embed inside an image, after converting that image

in the matrix form. The resulting image so obtained is called as stego image. It allows the user to select the appropriate

image which is best suited for the cover image and in the same time also less susceptible to the steganalysis attack."”’

Impact Factor (JCC): 4.5095

NAAS Rating 2.96
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Figure 4: Secret Image

Converting the Matrix into an Image

For the conversion of the matrix into an image, the intensity values of the cover image so used are transformed

again to the image."! The resulting image i.e stego image embeds the hidden data.
The Method of Extraction

In this process of Extraction, the hidden message is extracted which was embedded earlier. This is nothing but
Decryption. Decoding is exactly the reverse process of Encoding. In this step, a secret key is used to convert the cipher text
into plain text. Mapping the pixels into an image is called as Extraction.”! The requirements for data extraction are

watermarked image and secret key.!""” Figure 7 shows Intensity values of Stegano Image so obtained.
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Figure 5: Intensity Values of Stegano-Image

Figure 6: Stegano Image
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CONCLUSIONS

Steganography using LSB technique proposed in this project presents multiple aspects of data hiding and thus

help to hide the data inside the cover object. This project mainly focuses on the design of encoding and decoding system

rather than the contents of the transmitted message. Also, MATLAB features a family of add —on application specific

solution called toolboxes. Very important to the users of MATLAB, toolboxes allow us to learn and apply specialized

technology.
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